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CyberProtect™ Essentials Protected Endpoint Feature

Ensure All the Endpoints on Your Network Are Protected With Next
Generation Antivirus and Monitored 24/7 by Certified Cyber Experts

Our proprietary threat intelligence and remote investigation by field-seasoned analysts protects your
endpoints. Easy-to-understand threat reports, threat indicators and advice are made available to you
through our online client portal.

Robust Technology Platform

CyberProtect from Fiserv detects
malware, ransomware, zero-days,
nonmalware and file-less attacks
automatically. You don’t have to buy
another technology or shoehorn in
another layer of cybersecurity.

Client Portal

Our web-based portal provides an easy-
to-understand representation of your
security program. Dashboards and
reports are located within the portal.
See the full context of incidents,
assets, vulnerabilities and ongoing
investigations.

24/7 Security Operations Centers

Geographically diverse security
operation centers (SOCs) staffed by
former government and leading private-
sector experts are supported by the
BlueVoyant Technology Platform.
Experts are available and ready to triage
alerts and attacks long after your staff
has gone home. SOCs alert you to
attacks and lower costs with faster
response times, continuously
strengthening your security posture.

Proprietary Threat Intelligence

Advanced threat intelligence is
proprietary, open-source, and dark web
intelligence leveraged to expedite
triage, and enrich investigations
conducted by the SOC. Delivered as
intelligence reports, new detections are
outlined with classifications of threat
indicators. Greater threat intelligence
translates into faster identification of
security events. It also reduces the risk
of data loss and business disruption due
to successful attacks.

Right-Sized Solutions

Reinforced service offerings like
CyberProtect protected endpoint
services work in concert with managed
detection and response (MDR+),
Detection-as-a-Service (DaaS) or
managed security event information
management (SIEM), as well as
vulnerability detection services.
CyberProtect is a cybersecurity force
multiplier that is robust, relevant and
right-sized for your needs.
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Reports

Reports include client environment
content related to alerts, incidents,
indicators, assets and vulnerabilities.

Dashboards

Available through the client portal,
dashboards representing a variety of
content including but not limited to
event volume, alert volume, detected
assets and analyst response actions.

Connect With Us

Threat Intelligence Reports

CyberProtect produces threat
landscape, sectorial and intelligence
summary reports. Fiserv experts, who
possess deep expertise and knowledge
of the industry and of the latest
offensive tradecraft, prepare
customized assessments of potential
threats specific to your organization.

For more information about CyberProtect Essentials protected endpoint feature, call us
at 800-872-7882, email getsolutions@fiserv.com or visit fiserv.com.
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