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Sentry™ Cyber Security: Endpoint

Protect against complex and persistent cyberattacks with

advanced security threat detection and prevention

Traditional security methods are no longer enough in the
fight against cyberattacks. To protect sensitive data you
need a layered approach that includes advanced threat
detection and prevention with comprehensive monitoring,
reporting and response prioritization.

Increasingly sophisticated cyber security
attacks against financial institutions have
created the need for more advanced,
comprehensive solutions. Firewalls, legacy
anti-virus and other defensive measures
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and reputation. Sentry Cyber Security:
Endpoint from Fiserv provides financial
institutions with a proven ally by managing
your endpoint security needs and ensuring
compliance with industry standards for
data protection.

Endpoint is a critical component of

Sentry Cyber Security, a portfolio of
network security solutions that provides
comprehensive and multi-layered protection
for financial institutions. Our Endpoint
solution is powered by CrowdStrike,

a leading provider of endpoint detection
and response, next generation anti-virus
and managed threat hunting.

Advanced Endpoint Detection
and Response

Easily deployed by installing a small
application on endpoint devices such as
laptops, PCs and servers, Sentry Cyber
Security: Endpoint goes beyond malware
to address complex cyber threats such as
fileless ransomware and exploits targeting
common vulnerabilities.
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It effectively monitors, detects and helps to
prevent malicious activity around the clock,
without impacting user productivity

or network performance.

Superior Security with Our
Multi-Layered Approach

Sentry Cyber Security: Endpoint includes
endpoint detection and response, next
generation anti-virus, IT hygiene and
managed threat hunting, enabling your
institution to:

e Protect against malware and
non-malware attacks

e Confidently replace legacy anti-virus
with next-gen anti-virus

e Stop potential breaches before
they occur

¢ |dentify unauthorized systems,
applications and use of privileged
credentials in real time across
your network.

e \Watch your endpoints 24/7 and pinpoint
malicious activities at the earliest
possible stages

e Stop adversaries in their tracks with
proactive threat hunting

e Deliver continuous and comprehensive
endpoint visibility across detection,
response and forensics

¢ Facilitate compliance with regulatory
requirements and industry standards
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Our solutions help clients
deliver financial services
at the speed of life to
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live and work today.
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Sentry Cyber Security

Financial
Institution

Multi-layered Cyber
Protection
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Endpoint | Internet | Firewall | Assessment Services | Performance Services

Criminals

Sentry Cyber Security provides a comprehensive solution. Endpoint protection is complemented

by Internet, Firewall, Assessment and Performance Services to provide multi-layered protection.

Whether you're converting to Fiserv
solutions for the first time or have
employed Fiserv products and services
for many years, Sentry Cyber Security:
Endpoint can deliver the protection and
defense your business requires.

Comprehensive Managed Services

Sentry Cyber Security is part of the
Sentry portfolio of offerings from Fiserv.
Sentry features end-to-end managed
services including network services,
infrastructure services, cyber security,
information technology (IT) lifecycle

management and unified communications.

Fiserv combines proven technology
solutions with best-in-class services
provided by professionals who understand
your financial services IT operations.
We offer complete design, management,
support and fulfillment through a single
point of coordination.

Key Benefits

e Enhance the safety and security of your
network with our advanced endpoint
security solution

* Protect your reputation, network and
data from known and unknown threats,
including malware and ransomware

* Leverage the experience and best-
practice insights of a global technology
leader serving the cyber security needs
of financial institutions

e Cost-effectively leverage world-class
cyber security professionals

* Focus valuable IT resources on business
growth and strategic opportunities rather
than continually-changing cyber defense

Connect With Us

For more information about
Sentry Cyber Security: Endpoint,
call 800-872-7882,

email getsolutions@fiserv.com
or visit www.fiserv.com.
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